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The following text conventions are used in this document:
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This chapter defines PCI compliance and Application Configuration Console's role in supporting it.
Payment Card Industry Data Security Standard or PCI DSS is the result of a mandate by major credit card brands such as VISA, MasterCard, and American Express to improve security of credit card data. The standard stipulates compliance with a set of account protection mechanisms by taking actions such as the following:
While aimed at merchants, processors, point-of-sale vendors, financial institutions, and payment companies, the spirit of the standard is geared to securing sensitive data, something every business and private citizen can identify with. In this case, the result of the action taken holds significance, even if the codified rule that requires it doesn't. In other words, the fact that you take steps to ensure proper user authentication and password management is what's important, not that you satisfy PCI requirement 8.5.
Application Configuration Console is in the business of automating configuration, change, and release management processes. Monitoring changes to operating system security settings is a natural extension of this core competence.
The Application Configuration Console PCI Compliance Automation Module extends Application Configuration Console by providing the tools for creating assets that capture operating system security settings. The tools then provide for these assets to be audited for compliance with recommended standards. Once you have a baseline for your environment, Application Configuration Console's tracking capabilities take over to monitor for any changes and to ensure remediation of detected differences.
The Security Standards Council does not avow a single-sourced solution to its mandate. PCI compliance covers a broad spectrum of initiatives, some of which exist outside the reach of Application Configuration Console software influence.
Table 1-1 revisits the previously referenced list of account protection mechanisms identified by the Security Standards Council, this time noting which are supported by the Application Configuration Console PCI Compliance Automation Module.
Table 1-1 PCI Requirements Supported by Application Configuration Console
PCI Requirement | Supported |
---|---|
Maintain an information security policy | No |
Use and update anti-virus software | No |
Encrypt transmission of cardholder data | No |
Maintain firewall configuration | No |
Take physical access control measures | No |
Prevent insecure configuration management | Yes |
Track system configurations | Yes |
Monitor file and directory permissions to ensure that only authorized personnel have access | Yes |
Monitor access changes to system services, ensuring that all unnecessary and insecure services and protocols are disabled | Yes |
Monitor user account policies such as password aging, and password complexity | Yes |
This book describes use of the PCI Compliance Automation Module to achieve compliance with recommended operating system security settings. Its focus is on Application Configuration Console functionality in that limited context. For detailed information on system features and how to use them, consult the Application Configuration Console Online Help.
This chapter instructs how to install Application Configuration Console's PCI Compliance Automation Module and describes the installed components.
PCI compliance in a Windows environment requires that you have the Windows Resource Extensions (WRE) installed. WRE is an Application Configuration Console product add-in that enables you to extract Windows configuration data from Windows servers to create assets in Application Configuration Console. To do this, the Server connects to proxy service, which in turn, runs Visual Basic scripts on target machines to extract the data and pass it back through the Application Configuration Console Server to the Clients.
PCI compliance for Windows functions in the same way, using the proxy service to run scripts against target machines to create PCI assets.
For information on installation and setup of WRE, see the Application Configuration Console Installation Guide. See the Windows Resource Extensions Online Help for a detailed description of WRE and how to use it.
Important
Regardless of whether you have an earlier version of WRE installed, or you are installing the 5.3.2 version to satisfy this prerequisite, you must then unzip a set of PCI scripts to the proxy service host, as follows:
WindowsRE.zip
file to expose the contents. windows_pci_scripts.zip
to the following location on the proxy service host: You must do this for the PCI auditing function to work in your Windows environment. Now proceed with the PCI Compliance Automation Module installation.
To install automation modules, you must start the Application Configuration Console Server, then start the Client and log in as a member of the Administrators group.
The Install Extension dialog opens.
The automation module features are available immediately after installation. You do not need to restart the Application Configuration Console Server or Clients.
The installation includes Windows, Linux, and Solaris solutions; that is, there are sets of resource specifications and complementary auditing dictionaries for each platform. All PCI resource specifications and dictionaries appear in their respective folders in the Navigator view:
Resource specifications identify resources on external systems from which Application Configuration Console assets will be created. The PCI Compliance Automation Module uses command resource specifications that define commands and scripts to be executed on remote hosts to extract security-related configuration data. Organizations then audit the assets created from the extracted data to see if their settings match the settings recommended for PCI compliance.
Auditing dictionaries are lists of name value pairs derived from the various PCI standards defined by the Security Standards Council. Where appropriate, a command resource definition includes metadata that names the auditing dictionary against which to validate the configuration settings. When you audit an asset for compliance, configuration settings are compared to the appropriate dictionary, with the following potential outcome:
Not all PCI asset configurations are intended to validate against an auditing dictionary. In these cases, the information will predictably change, but there is no set value that represents compliance. It is sufficient that the supplied resource specifications result in assets that can be automatically monitored as part of the overall security audit.
The command resource specifications for Windows extract various operating system settings related to security. There are seven resource specifications in this category:
These command resource definitions use XML mapping when creating assets. The installation program sets the remote script path in the command resource definition to the machine that hosts the proxy service. Command line arguments are predefined. You should not edit these values unless instructed to do so by Oracle Technical Support or Professional Services personnel.
Table 2-1 identifies the Windows PCI command resource specifications. For Windows, the command resource definition and, where applicable, the auditing dictionary have the same name as the resource specification.
Table 2-1 Windows PCI Resource Specifications and Supported Requirements
Resource Specification | PCI Rule | Description |
---|---|---|
| 2.2.2-3 | Enumerates various Windows Server 2003 operating system settings: Computer system summary Operating system summary Logical disk environment Variables startup commands Services |
| 2.2.3 11.5 | Enumerates NTFS permissions on a predefined list of files recommended by the Windows Server 2003 Hardening Guide. |
| 2.2.3 8.5.9-14 10.2.3 10.5.1 10.7 | Enumerates security settings applied by a Group Policy Object. |
| 2.2.3 | Enumerates security-specific Registry keys and their values set by a Group Policy Object (Security Options section) and applied to a Windows Server 2003. |
| 6.1 | Enumerates all installed Hotfixes that are security-related. |
| 8.1 | Enumerates the existing local user and group accounts on a Windows Server 2003. |
| 2.2.3 8.5.9-14 10.2-3 10.5.1 10.7 11.5 | Combines three of the above resource specifications. |
The PCI_Win32_ComplianceCombo
resource specification is just that, a combination of these three resource specifications:
PCI_Win32_FilePermissions
PCI_Win32_RSOP_SecurityInfo
PCI_Win32_RegistryKeys_GPOSecurityOptions
Together they create an asset consisting of three configurations, each of which has a complementary auditing dictionary of the same name against which to validate. In other words, from a compliance standpoint, you have the option of creating three assets each consisting of a single configuration, or a single asset consisting of three configurations. It's simply a matter of preference.
The Windows auditing dictionaries are based on the following standards documents:
The command resource specifications for Linux extract various operating system settings related to security. There are four resource specifications in this category:
These command resource definitions use Java Properties mapping when creating assets. The remote script path and command line arguments are predefined. You should not edit these values unless instructed to do so by Oracle Technical Support or Professional Services personnel.
The Linux auditing dictionaries are based on the Payment Card Industry Data Security Standard version 1.1.
Table 2-2 identifies the PCI_Linux resource specification, which has eight command resource definitions and complementary auditing dictionaries.
Table 2-2 PCI_Linux
Command Resource Definitions and Supported Requirements
Resource Definition/Auditing Dictionary | PCI Rule | Description |
---|---|---|
| 10.5.5 | Extracts permissions, and owner and group status on logs such as: var/log/boot.log var/log/btmp var/log/cron |
| 7.1 | Extracts permissions, and owner and group status on files that restrict access to submit at and etc/at.allow etc/cron.allow etc/cron/deny |
| 8.5 | Extracts permissions, and owner and group status on files that contain information on user accounts, such as: etc/group etc/gshadow etc/passwd etc/shadow |
| 8.5.9-10 | Extracts password-related information, such as: Maximum days use of a password Days warning before password expiration Minimum days between password changes |
| 8.5.10 | Reports on empty passwords on existing accounts |
| 7.1 | Extracts permissions, owner and group status, and size of the file that contains system display information, such as message of the day |
| 2.2.2 | Reports on run-level information for system services such as Telnet, ftp, and so forth |
| 1.3 | Reports on services that are compiled with TCP wrapper support |
The command resource specifications for Solaris extract various operating system settings related to security. There are four resource specifications in this category:
These command resource definitions use Java Properties mapping when creating assets. The remote script path and command line arguments are predefined. You should not edit these values unless instructed to do so by Oracle Technical Support or Professional Services personnel.
The Solaris auditing dictionaries are based on the Payment Card Industry Data Data Security Standard version 1.1
Table 2-3 identifies the PCI_Solaris
resource specification, which has 12 command resource definitions and complementary auditing dictionaries.
Table 2-3 PCI_Solaris
Command Resource Definitions and Supported Requirements
Resource Definition/Auditing Dictionary | PCI Rule | Description |
---|---|---|
| 7.1 | Extracts permissions, and owner and group status on files that restrict access to submit at and etc/at.allow etc/cron.allow etc/cron/deny |
| 8.5 | Extracts permissions, and owner and group status on files that contain information on user accounts, such as: etc/group etc/gshadow etc/passwd etc/shadow |
| 8.5.10 | Reports on empty passwords on existing accounts |
| 7.1 | Extracts permissions, owner and group status, and size of the file that contains system display information, such as message of the day |
| 10.5.5 | Extracts permissions, and owner and group status on logs such as: var/adm/boot.log var/adm/last.log var/adm/secure |
| 10.5.5 | Extracts permissions, and owner and group status on logs such as: var/cron var/samba |
| 10.5.5 | Extracts permissions, and owner and group status on logs such as: var/log/syslog var/log/rpmpkgs |
| 10.5.5 | Extracts permissions, and owner and group status on |
| 10.5.5 | Extracts permissions, and owner and group status on |
| 10.5.5 | Extracts permissions, and owner and group status on |
| 8.5.9 | Extracts password-related information, such as: Whether a password is required Number of login retries allowed UMASK value used |
| 8.5.9-10 | Extracts password-related information, such as: Minimum password length Minimum time before a password change Maximum time a password can be valid |
Table 2-4 identifies the three specialized resource specifications and their command resource definitions. There are no complementary dictionaries for these definitions.
Table 2-4 Other Solaris Resource Specifications and Supported Requirements
Resource Specification/Resource Definition | PCI Rule | Description |
---|---|---|
| 2.1 | Reports on default logins that should be restricted such as anonymous, guest, and so forth |
| 7.1 | Reports on programs that are set as |
| 7.1 | Reports on world-writable directories that do not have the sticky bit set |
Chapter 3 shows how to use the supplied resource specifications to create PCI assets.
After installing the PCI Compliance Automation Module, you are ready to load your PCI assets.
Before adding Windows PCI assets, you should create a container tree in the Navigator view that represents the systems you want to validate for compliance.
To add PCI assets for a Windows platform:
Ignore the rest of the selections in this dialog.
A progress indicator appears, after which you should see a confirmation message of success. Close the message and look for the asset under the selected container in the Navigator view.
Repeat the process for each type of PCI asset you want to add.
Before adding Linux PCI assets, you should create a container tree in the Navigator view that represents the systems you want to validate for compliance.
To add PCI assets for a Linux platform:
Ignore the rest of the selections in this dialog.
A progress indicator appears, after which you should see a confirmation message of success. Close the message and look for the asset under the selected container in the Navigator view.
Repeat the process for each type of PCI asset you want to add.
Before adding Solaris PCI assets, you should create a container tree in the Navigator view that represents the systems you want to validate for compliance.
To add PCI assets for a Solaris platform:
Ignore the rest of the selections in this dialog.
A progress indicator appears, after which you should see a confirmation message of success. Close the message and look for the asset under the selected container in the Navigator view.
Repeat the process for each type of PCI asset you want to add.
This chapter describes how to perform and reconcile compliance audits, and how to set up tracking to ensure continued compliance.
To check for PCI compliance, you run audits on the assets that were created based on the supplied resource specifications. The purpose of an audit is to determine the degree of compliance of your computing systems vis-a-vis the standards set forth by the Security Standards Council. There are two ways to run audits:
The first is a method of expedience. It's a convenient way to take a pulse on a particular asset; that is, to get a sense of how close to compliance the configuration is.
Web Reports is the preferred method for a variety of reasons. You can report on multiple assets. It presents the information in a visually pleasing format. You can schedule the audit to run automatically on a recurring basis. You can distribute the output in a variety of formats.
To run an audit on a PCI asset in the Navigator view:
The audit job appears in the Jobs view (lower right portion of the Client window). You may have to click the Jobs tab to display the view.
The Output log denotes success or failure of the audit, and describes the findings as to missing properties and unmatched property values. This record of the audit is available in the Scripting Jobs view until purged as part of regular housekeeping, or deleted by the owner.
Web Reports is Application Configuration Console's browser-based reporting tool. (A URL to access Web Reports is installed on a Windows host as part of Client installation.) You can access Web Reports from a shortcut on the Client Start menu.
To run an audit on PCI assets in Web Reports:
After a moment, the results of the audit appear in the reporting page.
Notice the legend at the bottom of the last page of a report. The implications are as follows:
The report lists configurations within assets that are arranged alphabetically. The last update refers to when external data was last written to Application Configuration Console. This can reflect the initial asset load, a manual update performed within Application Configuration Console, or the result of a tracking event with auto-update. Actual value is the property value in the asset configuration; expected value derives from the auditing dictionary. Path identifies the origin of the property in the external resource. This is useful for resolving like-named properties.
You should have no reasonable expectation that your environment is in compliance when you first audit your PCI assets. The task faced by your security experts is to evaluate the results and draw up a plan of redress. When is it prudent to follow the council's recommendations and when is there an acceptable risk to deviate from those recommendations. Obviously this will be an evolving process, but the clearly defined objective is to eventually establish a baseline at which your operating system security settings reflect your desired level of compliance.
If your security team decides to follow the recommendations to the letter, then the process is straightforward: change your configurations at their source to match the properties and values in the dictionaries.
More likely, though, your team will choose to override or ignore any number of property values in various configurations. Oracle feels that best practice in this case is to preserve the installed environment by making modifications to copies of product dictionaries. In brief, these are the steps you would take:
Step 1: Export the Auditing Dictionary
Step 2: Change the Dictionary Name
Edit the exported XML file to change the dictionary name and URI dictionary references:
mvDictionary
name
tag and in the URI value immediately following. definition
tag that appears in the file. Effectively, there is a tag for each property name value pair. The graphic below illustrates which values (circled in green) to edit:
Step 3: Import the Edited Auditing Dictionary
Step 4: Edit the Properties in the Custom Dictionary
Customize the contents of your dictionary:
Note that if you want add new properties to your custom dictionary, as opposed to deleting or changing them, you can do this as well in the Editor area.
Step 5: Edit the Resource Specification Command Definition Metadata
Change the command resource specification to reference the correct dictionary:
Step 6: Add New Assets
Add new assets based on the revised resource specification and dictionary. See Chapter 3 for information on loading assets.
Step 7: Audit New Assets
Audit the new assets you loaded. See Section 4.1, "The Audit Process," at the beginning of this chapter.
The property name value pairs in an auditing dictionary drive the auditing process. Metadata on the configuration controls which dictionary to use to perform auditing. The configuration dictionary metadata derives from the value of the AUDIT_PROPERTY_DICTIONARY_NAME
metadata set in the resource specification command definition. Table 4-1 breaks down the various options with respect to working with dictionaries.
Table 4-1 Product Dictionary Options
Option | Action |
---|---|
Use a custom dictionary to create PCI assets | Change the dictionary metadata in the resource specification command definition to the name of the custom dictionary |
Use a custom dictionary to perform an audit of the asset | Change the dictionary metadata in the asset configuration to the name of the custom dictionary |
Create PCI assets that ignore certain configurations | Remove or rename the dictionary metadata in the resource specification command definition |
Perform an audit of an asset that ignores certain configurations | Remove or rename the dictionary metadata in the asset configuration |
Step 5 under "Reconciling an Audit" describes where and how to edit dictionary metadata in a resource specification command definition. The other option referenced in Table 4-1 is to edit dictionary metadata in the asset configuration. Here's how:
AUDIT_PROPERTY_DICTIONARY_NAME
. Edit the value as appropriate. Note: When you rename a dictionary, due diligence dictates that you investigate any configuration flagged as skipped in the audit report, to ensure dictionary names are correct. For example, a typo in the metadata name would cause the configuration to be skipped. |
The winnowing process should eventually yield a set of assets that the security team deems compliant. This is the baseline against which to track for changes that might indicate a security risk or breach.
A likely scenario takes the following approach:
You schedule tracking on asset views. The default is the Resource View.
Note: The Replace update option causes the Application Configuration Console data to be overwritten with the external configuration data whenever tracking detects a difference. In other words, the operating system files are assumed to be correct unless the security team overrules this assumption. |
The security team can decide the frequency of PCI auditing. Running the PCI Audit report once a week might be a reasonable starting point. Remember that it can be scheduled to run automatically during off-peak hours.
To schedule the PCI Audit report:
For example, you might schedule auditing to be performed on all PCI assets within the selected project at midnight every Sunday, with the resulting report to be e-mailed in PDF format to all members of the security team for their review.
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